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Goals

Add a new tool to your tool belt, or use an 
existing tool in new ways

Become a better debugger / problem solver

See some common faults and where to look

Touch on “But wait! There’s more!”



Prerequisites

Networking

Protocols (TCP, DNS, ICMP, TFTP…)

Software (touch of Microsoft® Visual Basic®, 
Microsoft® SQL Server™)

200-400 level material



What We Will Cover

Sniffing – what it is and why

Tools we’ll use today and how

Screen shots in the slide deck are for later 
reference highlighting relevant data

Maximize analysis of real customer problems with 
saved data from 8+ scenarios

Request for comments (RFCs) for more protocol 
understanding

Where to get more information and tools
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General Process

Pick an interesting spot on the network

Connect sniffer

Make fault happen

Filter capture on what is interesting

Interpret what exactly happened



Ethereal (Now Wireshark)

Powerful

Multiplatform

FREE!

Other tools: Microsoft® Network Monitor 
(NetMon), Network Monitor for Microsoft®

Systems Management Server, snoop, 
Network General, Fluke OptiView…



Scenarios to Cover

Intermittent Internet connectivity

Intermittent Internet connectivity – 2

“Is my girlfriend spying on me?”

NT2K domain with intermittent Internet problems, client 
wants wiring certified

Windows® CE TFTP boot failure

Malicious software (malware) infection

Very large system problem (Visual Basic, Informix, Sun 
Solaris, OC-48, Microwave, OS-9, …)

Slow FTP @ 100 Mb/s, fast at 10 Mb/s

FTP failures



Scenario One

Intermittent Network Connectivity One



A Troubled Network

221.10.100.x

Router`

Me!

192.168.2.101

Intermittent Internet Connectivity

Newton:

221.10.100.110

In: 221.10.100.1

Out: Public IP

192.168.2.x

Router

In: 192.168.1.1

Out: Public IP



Demonstration One

Intermittent Internet One
The actual data sniff in Ethereal!



Finding the Mystery Router



Newton’s Routing Table



Every Network Device Routes!



What Is 221.10.100.202?



Network: Before

221.10.100.x

Router`
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Network: After (Broken)

221.10.100.x

Router`

Me!

192.168.2.101

Intermittent Internet Connectivity

Newton:

221.10.100.110

In: 221.10.100.1

Out: Public IP

192.168.2.x

Router

In: 192.168.1.1

Out: Public IP

I AM YOUR

DEFAULT

GATEWAY!



Demonstration Two

Intermittent Internet Two
Exact same symptom, different root cause



Intermittent Internet Two



Demonstration Three

“How can she possibly know everything I’m 
doing????”



Filtered on DNS Queries



Whois v19170dc0-7597-11d.com



Spectorsoft?



Demonstration Four

Slow boot, net share 
disconnections, wiring problems
Do we follow customer’s 
recommendations, or not?



Active Directory* DNS to Wrong Server

* Active Directory® directory service



What DNS Should Look Like



Demonstration Five

TFTP Boot Failure
4 Processors:
3 AMDs booting Windows CE
1 ARM OS-9K serving files to the 3 AMDs
All inside one box in an airplane





Demonstration Six

Malware Infection
Customer calls about pop-ups
Drive-by issue on different system



Sending Viruses



Large System, Slow Updates
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And Then a Miracle Happens…



Finger Pointing Festival

Visual Basic: “Informix too slow,” “Network too 
slow,” “Sun server too slow,” “Comm errors to field”

Informix: “Server too slow,” “Need beefier 
hardware,” “Queries not optimal”

Systems: “Visual Basic inefficient,” “Field 
communication errors,” “Upgrade net from 10 to 
100 Mb/s,” “Unix daemons aren’t working properly”

Field: “Field working fine, problem on your end”

Unix: “Daemons are fine, NIMBY!”



Demonstration Seven

Slow Sign Updates
Very large, complex system



Sniff and Build Message 
Sequence Diagram



Observations…

If a 10 Mb infrastructure was upgraded, it 
would hide this problem for a while, then 
stress the database, disks, network, and the 
problem would reappear



Observations…

If Visual Basic performance was a problem, t between “Query 
Response” and “Next Query” would be high

Query to database

Next query to database

Response from database



Observations…

If database performance was a problem, t between “Query 
Sent” and “Query Response” would be high

Query to database

Response from database

Next query to database



Observations…

If field communications were a problem, it 
would show up when we moved sniffer to 
field communications link



Demonstration Eight

Slow FTP Issue
First, a good FTP transfer



TCP Data Sequence Diagram
(Transfer already in progress…)

Sender Receiver

Packet #53                    
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TCP Data Sequence Diagram
(Transfer already in progress…)

Sender Receiver

Packet #53                    

Packet #54                    

Packet #55                    

 Ack #53

Packet #56                    

Packet #57                    

Packet #58                    

Packet #59                    

 Ack #58

Packet #60                    



Slow FTP Network Diagram
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Demonstration Nine

Slow FTP Issue
And a slow FTP transfer



FTP Message Sequence



Slow FTP Network Diagram
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Demonstration Ten

FTP Fails Completely



FTP Fails Completely



Fix #1: Find the MTU



…Then Set Your Net Interface



Fix #2: Allow Fragmentation



“My Mail Is Timing Out…”



“My Mail Is Timing Out… Why?”

Schprachen ze geek?



“My Mail Is Timing Out… Why?”



Quick Start Guide

Install ethereal (I mean wireshark)

Sniff while doing one thing (Web, file 
transfer, browse list, access Windows®

SharePoint® Services, database…)

Filter transfer to source and destination, or 
protocol type (DNS?)

For delay situations, build a message 
sequence diagram

Look and learn!



WARNING! Not Everyone Is 
Happy When You Are Sniffing!



Appendix



For More Information

www.wireshark.org

The Internet Engineering Task Force has all the RFCs at: http://ietf.org

RFC 1180 - A TCP/IP Tutorial

RFC 2821 - Simple Mail Transfer Protocol

RFC 2045 - Multipurpose Internet Mail Extensions

RFC 0793 - Transmission Control Protocol [TCP]

Internetworking with TCP/IP by Douglas Comer (Prentice Hall, 2000)

The Cable Guy – July 2004: Path Maximum Transmission Unit (PMTU) 

Black Hole Routers at:

www.microsoft.com/technet/community/columns/cableguy/cg0704.mspx

Questions? Comments? I’d love to hear from you! webcast@dascc.com

http://www.wireshark.org/
http://ietf.org/
http://www.microsoft.com/technet/community/columns/cableguy/cg0704.mspx
mailto:webcast@dascc.com


For More Information

This solution

Contact David Soussan at:

webcast@dascc.com

Microsoft solutions and products: 

Contact your Microsoft representative

Visit: www.microsoft.com

mailto:webcast@dascc.com
http://www.microsoft.com/


Questions and Answers

Submit text questions using the “Ask” button. 

Don’t forget to fill out the survey.

For upcoming and previously live webcasts: 
www.microsoft.com/webcasts

Got webcast content ideas? Contact us at: 
http://go.microsoft.com/fwlink/?LinkId=41781

Today's webcast was presented using Microsoft®

Office Live Meeting.  Get a free 14-day trial by 

visiting: www.microsoft.com/presentlive

http://www.microsoft.com/webcasts
http://go.microsoft.com/fwlink/?LinkId=41781
http://www.microsoft.com/presentlive



